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About me

Work history

• USAF comms

• Cyber start-ups

• IBM Energy & Utilities

• Chertoff Group

• DOE/INL

Writing
• The National Security Case for Simplicity in 

Energy Infrastructure (CSIS)

• IoT, Automation, Autonomy and Megacities, 
2025 (CSIS)

• The Mission Chief Security Officer (CXO)
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Blogs (now archived)

Current Position
Grid Security Strategist

Idaho National Lab

National & Homeland Security directorate



Legacy of Energy / Critical Infrastructure Security Leadership

Unique capabilities for national infrastructure challenges

International 

Nuclear 

Cybersecurity

Cyber-Physical Grid 

Protection

Critical 

Infrastructure 

Assessment

US & International 

Security Policy & 

Strategy Guidance
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USAID, NARUC & USEA Black Sea Cyber Initiative

Regional Attack Timeline

– 2007 Estonia

– 2008 Georgia

– 2014-2017 Ukraine

Objectives

– For Regulators : Accelerate the evolution of energy sector regulators' 
cyber security knowledge and catalyze the development of regionally 
tailored electric grid cyber oversight strategies

– For Operators : Sector-specific hands-on cyber training for grid system 
operators this year. 



On Modernization (to Black Sea energy regulators)
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What is it

Replacing decades old electric & other critical infrastructure 
elements with modern highly networked digital systems 

Why is it happening … or will soon be happening

To achieve many new capabilities and efficiencies

… and from a Security Perspective?

Greatly expands the attack surface available to cyber 
adversaries. These new vulnerabilities need to be recognized 
and mitigated, preferably before deployment

Almost Interchangeable Terms

Prudence, Security Effectiveness, Security Performance, ROSI



The New Realities : Continuously Contested

Successful strategies must proceed from the premise that cyberspace is 
continuously contested territory.

Richard Danzig 
"Surviving on a Diet of Poisoned Fruit”
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The New Realities : Escalating Dependence

The Wellspring of Risk is Dependence.

Dan Geer
“A Rubicon”
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Geer also said re: interdependencies …

“It’s like roping all the amateur mountaineers together.”
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Source: “Climbing the North Face of the Uxbridge Road” M. Python



The New Realities: Shortest Form

If targeted, you will be 
compromised.



Unless …

You Take the Targets off the 
Table



CCE – A 4-Step Process

Consequence 
Prioritization

System of 
Systems 
Analysis

Consequence
-based 

Targeting

Mitigation 
and 

Protections

Determine critical functions and high-consequence events; 

identify what cannot fail through ruthless prioritization based on the 

consequences

Examine how the critical function is achieved; 

identify the key information, access, and actions 

an attacker must take to produce an effect

Illuminate where the control system 

is vulnerable by thinking like an 

attacker (networks, supply chain, 

close-access attacks)

Engineer-out the cyber-risk; 

interrupt the attacker’s 

progress with simple and 

complex engineering controls

UNCLASSIFIED
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Certain attackers will find ways to create high 

consequence events.



Interdependencies
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Megacities & Interdependencies
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Smart Rural & 
Interdependencies 

Business Driver

“One tethered, autonomous 
aerostat flying at 250 meters 
can provide as much 
coverage as 20 or 
30 cell towers”

Need a Plan B

“In the rare occasion that 
weather conditions are too 
severe for flight, the system 
will reel the aerostat back in 
until it’s time to fly again. 
(During these times, residents 
would have to rely on 
landlines or other forms of 
communication to contact 
emergency services, if they 
were needed.)”
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https://spectrum.ieee.org/tech-talk/telecom/wireless/soaring-supertowers-to-bring-mobile-broadband-to-rural-areas

Cyber Vector

“A fleet of SuperTowers around the country 

could be monitored remotely from a single 

network operating center.”



Cell overload

Technologies 

implemented to digitize 

infrastructures have 

outpaced cell networks 

Restoration 

overload

Large deployments of 

things can quickly 

stakeholder’s ability 

outpace to restore them 

with widespeard 

common failures

Mass cascades

Single system 

disruptions can quickly

cascade as large

concentrations of

people are impacted

Complexity

Difficulties in risk

detection because of

complexity, opacity, and

disguise

Software 

@scale

Software introduces

karge-scale systemic

risk. Be aware of mono-

culture risk

Cautionary Observations
What must we understand while building out future infrastructures



Additional Resources
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https://www.youtube.com/watch?v=_eNB1gq5gbA

SANS : Targeted ICS Attack
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A Narrative Backdoor



The Most Sobering USG Account

Report says that the United States military is at 

a critical junction when it comes to the cyber 

security, and therefore the dependability, of 

some of its own most important weapon 

systems. The DSB recommends the urgent 

creation of a "cyber-resilient second-strike 

capability" to ensure the US can strike back 

after a massive surprise cyber attack by the 

most capable nation-state adversaries.

According to the DSB, the current imbalance 

between adversary offensive and US 

defensive cyber capabilities is so great that 

it “threatens to place the United States in an 

untenable strategic position." 
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… and a 

classroom for the 

ROW
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Extracting (& Sharing) Lessons from Ukraine



Tim Roxey
Mike Assante
AB

“When considering the risks 

and rewards of going fully 

digital in the most critical of 

critical infrastructure 

systems, the optimal solution 

will often be a hybrid 

architecture where the 

benefits of digital are 

realized while the 

determinism of analog is 

drawn upon as an 

impermeable bulwark of 

cyber defense.”
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Valuing Simplicity



Will Leave You With This …
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Thanks!

andrew.bochman@inl.gov

@andybochman
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